
Objective Domains
Earning the Apple Certified Support Professional certification demonstrates the knowledge and skills needed to help 
support Apple® devices in your organization. This course builds upon core knowledge to introduce topics like mobile device 
management, device setup, device profiles, and more. 

Mobile Device Management

	● Locate MDM configuration profiles on Apple devices to 
determine if the device is managed. 

	● Determine which device and user functions and settings 
MDM manages or restricts on an Apple device. 

	● Recognize how MDM is used to configure available 
Setup Assistant options during device setup. 

	● Troubleshoot issues with accessing an organization’s 
resources due to unenrolling a user-owned device from 
MDM. 
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Managed Accounts

	● Describe the difference between a Managed Apple 
Account and an unmanaged Apple Account. 

	● Describe how Apple devices provide data privacy and 
data security when users sign in with both a Managed 
Apple Account and a personal Apple Account. 

	● List and describe iCloud® features and services. 
	● Compare access to Apple services with a Managed 

Apple Account and an unmanaged Apple account. 

Users and Authentication

	● Manage profiles in Safari® on Mac®. 
	● Create and use passkeys on Apple devices. 
	● Reset a user account password on Mac using an 

administrator account.
	● Identify which accessibility features are available on 

Apple devices. 
	● Explain how to quickly turn accessibility features on and 

off on Apple devices. 
	● Describe how accessibility features on Apple devices 

support users’ vision, mobility, hearing, speech, and 
cognitive needs.

Managing Software, Apps, & Content

	● Recognize software update options on Apple devices 
and differentiate between managed and unmanaged 
update processes for iOS®, iPadOS®, and macOS®. 

	● Identify common issues that arise when updating iOS, 
iPadOS, or macOS and apply appropriate steps to 
resolve them.

	● Recognize available options for managing and 
optimizing storage on Apple devices. 

	● Identify the system and network requirements needed to 
use Continuity features across Apple devices. 

	● Identify and resolve common issues encountered when 
sharing content via AirDrop®. 

	● Differentiate between managed and unmanaged 
software updates and describe their impact on device 
administration and end-user control. 
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Device Setup, Backup, and Restore

	● Identify common problems that occur during the setup 
process of an iPhone®, iPad®, or Mac. 

	● Differentiate between the process of backing up an 
iPhone or iPad to iCloud versus a Mac. 

	● Identify problems that may arise when backing up an 
iPhone or iPad to either iCloud or a Mac. 

	● Identify problems encountered when restoring an iPhone 
or iPad from an iCloud or Mac backup. 

	● Explain when and why recovery mode is used on an 
iPhone or iPad, and describe the startup modes available 
on a Mac. 

	● Describe the system startup, restore, and recovery 
options available in macOS Recovery, and explain how 
they are used to resolve related issues. 

	● Explain the role of Finder® on a Mac when reinstalling 
iOS, iPadOS, or macOS, and describe the purpose of 
reinstalling macOS from macOS Recovery. 

	● Differentiate between reviving and restoring Apple 
devices using Apple Configurator or Finder. 

	● Compare the available methods for resetting an iPhone, 
iPad, or Mac to factory settings using the device itself, 
Erase Assistant, Disk Utility, or Apple Configurator.

Network

	● Differentiate among common Wi-Fi network types and 
explain the benefits and potential issues of using a 
rotating private Wi-Fi address on Apple devices. 

	● Examine network configurations, connections, and VPN 
settings on Apple devices, and identify best practices for 
troubleshooting related issues. 

	● Explain the purpose of changing the network service 
order on Mac and describe how the commands in 
Terminal and Wireless Diagnostics can be used to detect 
and report on common wireless connection issues. 

	● Identify cellular data and network connection issues 
on iPhone or iPad, including problems that arise when 
sharing an internet connection via Personal Hotspot. 

	● Recognize issues with network configurations and 
connections on Apple devices and apply best practices 
to resolve them. 

	● Examine and compare network and VPN configurations 
across Apple devices to ensure proper connectivity and 
identify potential points of failure. 

Privacy and Security

	● Identify methods for troubleshooting unresponsive apps 
on Apple devices, and describe how System Integrity 
Protection, Gatekeeper, runtime protection, notarization, 
and XProtect work together as part of Apple’s multi-layer 
defense against malware in macOS. 

	● Explain the purpose of Location Services and determine 
how apps request access to device location, user 
data, and device functions through Privacy & Security 
settings, including which settings control content and 
service sharing on Mac. 

	● Distinguish between administrator and standard user 
accounts on Mac and compare the available methods 
for resetting a Mac user password using an Apple 
Account, an administrator account, or a FileVault® 
recovery key. 

	● Explain the benefits of FileVault volume encryption and 
list the methods available for unlocking a FileVault-
protected volume. 

	● Describe how Activation Lock protects Apple devices, 
differentiate between user-linked and organization-
linked Activation Lock, and explain the purpose of 
Managed Lost Mode. 

	● Explain how Stolen Device Protection and Lockdown 
Mode strengthen privacy and security on Apple devices.  

System Diagnostics

	● Explain the purpose of sysdiagnose on iPhone or iPad 
and describe how to locate its generated log file. 

	● Diagnose macOS startup, installation, and recovery 
issues by interpreting recovery logs, and identify Mac 
hardware and accessory connection issues using Apple 
Diagnostics and system reports. 

	● Describe the purpose and functions of Activity Monitor, 
including when to use it to generate system diagnostics 
reports or quit unresponsive apps and processes. 

	● Describe the purpose and functions of Console 
and demonstrate how it can be used to identify and 
troubleshoot issues on Mac. 
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